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This course provided an introduction to
cybersecurity and associated concepts. It
covered the threats involved in operating in the
digital space. Learners also explored a variety of
protections and principles that can be used to
detect and mitigate potential damage or loss of
data.
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3 weeks, 2 hours per week

LEARNING OUTCOMES

SYLLABUS

Explain the meanings of terms describing
common cyberattacks, such as phishing,
pharming, shoulder surfing and blagging

•

Evaluate the strength of a password•
Explain the protections offered to users by the
Misuse of Computer Act

•

Describe different types of cyber attack, such as
an “SQL injection attack”, and how these can be
protected against or mitigated

•

Classify different types of malware•
Discuss how “anti-virus” software works•

Core concepts of Cybersecurity•
Different types of cyberattacks, such as Social
Engineering attacks, Malware, SQL injections,
Malicious Bots and physical threats to data,
devices and networks

•

Tools to protect data, devices and networks, like
strong passwords, biometrics, 2FA, antivirus
software, Firewalls and CAPTCHAs

•

Cybersecurity approaches such as input
sanitisation, well designed security protocols,
and Data and Network Access Control systems

•
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